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Abstract: The employment of modern technologies is widespread in our society, so the inclusion of
practical activities for education has become essential and useful at the same time. These activities are
more noticeable in Engineering, in areas such as cybersecurity, data science, artificial intelligence, etc.
Additionally, these activities acquire even more relevance with a distance education methodology, as
our case is. The inclusion of these practical activities has clear advantages , such as (1) promoting
critical thinking and (2) improving students” abilities and skills for their professional careers. There
are several options, such as the use of remote and virtual laboratories, virtual reality and game-
based platforms, among others. This work addresses the development of a new cloud game-based
educational platform, which defines a modular and flexible architecture (using light containers).
This architecture provides interactive and monitoring services and data storage in a transparent
way. The platform uses gamification to integrate the game as part of the instructional process. The
CyberScratch project is a particular implementation of this architecture focused on cybersecurity
game-based activities. The data privacy management is a critical issue for these kinds of platforms,
so the architecture is designed with this feature integrated in the platform components. To achieve
this goal, we first focus on all the privacy aspects for the data generated by our cloud game-based
platform, by considering the European legal context for data privacy following GDPR and ISO/IEC
TR 20748-1:2016 recommendations for Learning Analytics (LA). Our second objective is to provide
implementation guidelines for efficient data privacy management for our cloud game-based educative
platform. All these contributions are not found in current related works. The CyberScratch project,
which was approved by UNED for the year 2020, considers using the XxAPI standard for data handling
and services for the game editor, game engine and game monitor modules of CyberScratch. Therefore,
apart from considering GDPR privacy and LA recommendations, our cloud game-based architecture
covers all phases from game creation to the final users” interactions with the game.

Keywords: cloud learning environments; gamification; Learning Analytics (LA); data privacy man-
agement; standards; game-based education; cybersecurity

1. Introduction

The increasing employment of new technologies can help people in plenty of fields
of our daily life. In Engineering education, practical learning scenarios become essential
to achieve applied skills by spreading critical thinking knowledge. There is a need for
trained professionals in Engineering to meet the challenges of today’s society [1], such
as cybersecurity, data science, and artificial intelligence, among others. For instance, the
educative system must provide cybersecurity capacities to their population [2]. Our future
Engineers must be able to prevent cyber-threats from Internet in a practical way. Some
examples for education in cybersecurity are [3-5], as detailed in the next Section.
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However, learning certain cybersecurity concepts (especially protocols and proce-
dures) can be tedious or complicated. This especially true if lecturers use traditional
techniques based on only material written in digital format. Several actions can be taken to
increase the students’” motivation within a learning environment [6]:

Performing practical experimentation or learning by doing.

Increasing interactivity with the online platform and providing feedback.

Allowing the process of making mistakes.

Enabling the students to have the perception of control over their learning progress.

These practical activities acquire even more relevance with a distance education
methodology, as our case is. There are several options, such as the use of remote and
virtual laboratories, virtual reality, and game-based platforms, among others. In this sense,
the teaching and learning process with games improves the students” motivation, reduces
dropouts, and their fear of failure. Educational games satisfy the premises mentioned
above: experimentation, interaction and feedback, trial and error and control.

According to [6], the students’ learning/teaching with games can be seen like three
independent or complementary approaches to improve motivation: teaching tools, learn-
ing objects and/or gamification [7-9]. In the case of the CyberScratch project [10], the
developed cloud game-based educative platform is a teaching tool to learn contents and
acquire skills and abilities about cybersecurity subjects. It can be viewed as a learning
resource integrated into the instructional design of these subjects. Additionally, the learn-
ing process of students in our case considers gamification, since the principles of a game
are applied to this process with our game-based platform, as well as the employment of
game mechanisms and elements (stories, challenges, scores, hints, and so on). This way,
students will be engaged and motivated. The employment of games and competitions
keeps participants engaged and motivated with their learning [11].

The main contribution of this work is the design of a cloud game-based educative
architecture to innovate in the design of mechanisms for the inclusion of gamification
techniques in practical activities aimed in the context of cybersecurity, as well as their
integration into the field of education. The deployed cloud architecture will provide a set of
flexible interaction consoles, monitoring and data storage, and data privacy management
according to European standards. Our previous experience with customized containers
for the dynamic generation of platforms [12,13] can be adapted to the requirements of
the project.

Therefore, this work first considers all the privacy aspects for the data generated
by our games-based platform, by adapting the European legal context for data privacy
following GDPR [14] and ISO/IEC TR 20748-1:2016 [15,16] recommendations for Learning
Analytics (LA). We also provide implementation guidelines for the efficient management
of data privacy for our game-based educative cloud platform. These both contributions
are not found in current related works. The CyberScratch project, which was approved
by UNED for the year 2020, considers using the Experience API (xAPI) [17] standard for
data handling and services for the modules that compose our developed platform. These
modules are the game editor, game engine and game monitor. Some efforts have previously
performed to standardize the phases of LA [18] for serious games.

The most relevant related works on gamification are presented in the Section 2, some
of them are specific in the cybersecurity domain. Section 3 presents our research method-
ology. Section 4 introduces a set of definitions for the learning and teaching activity with
gamification in the CyberScratch project. The cloud platform architecture and structure
is also presented. The cloud game monitor implemented for data privacy is detailed in
Section 5. The conclusions and future works are detailed in Section 6.

2. Background and Discussion
2.1. Gamification in Education

The past success of traditional video-games has led the scientific community to adapt
visual simulation, virtual reality and games to other contexts of application, such as health,
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education, law, and so on [19-22]. One approach currently on the rise is gamification [7], as
a part of the Engineering curricula for education. Gamification can bring significant advan-
tages to the teaching/learning process in terms of practical experimentation, collaborative
learning, and an increment of motivation by including challenges or game competitions.

A puzzle-based learning for cybersecurity education is presented in [3]. Its main objec-
tive is to help students to analyze attacks, which exploit hardware /software vulnerabilities,
and establish the corresponding countermeasures. Some of them are fraud, cybercrime,
and Advanced Persistent Threats (APTs). Additionally, a virtual network environment
among students with a set of a services is provided in [4]. Authors proved these tools are
suitable to acquire cybersecurity skills. The employment of practical activities for training
will develop the students’ critical thinking skills [5].

Within the gamification topic, a very popular approximation is the use of Capture-
The-Flag (CTF) platforms, by providing students with a set of practical challenges and
competitions [23]. CTFs are very rich since they have several key elements, among others:
quizzes and flags. Quizzes are questions to be answered by users. In contrast, flags are
practical challenges to be solved by users, and these are the most interesting. Some of them
become available after solving prior challenges. In our particular case, they are about key
topics of cybersecurity.

Competitions imply a set of punctuation, depending on the number of clues used dur-
ing a concrete challenge and, consequently, a dynamic user-ranking. This fact increments
the motivation and engagements of students. The collaborative work can also be consid-
ered [24]. Once the competition has finished, solutions can be published for review [25].
In [26], an experience in 2015 about a massive competition, was described and discussed.
The platform was able to detect flag-plagiarism and generate challenges in an automatic
way. Other works [27,28] also includes anti-plagiarism techniques to secure the proposed
challenges by encryption. Highlighting the relevance of the inclusion of storytelling as
motivation feature in these competitions is also described in [29].

On the other hand, a competition was established in 2017 [30]. Gamification was
deployed in a public cloud infrastructure and managed by a controller node. To our
knowledge, this is one of the pioneer work using both the cloud and games paradigms.
This cloud infrastructure provides a set of Virtual Machines (VMs) and associated web
services. The management of VMs by cloud architectures is becoming obsolete, since it is
better to employ flexible lighter web-services, which is based on container, as performed in
this work.

Additionally, the Git-based competition proposed in [31] is based on defense and
attack flags, encouraging users to be more interactive, since they belong to a red or blue
team. Challenges can be configured and monitored. This concept is also incorporated to
our cloud architecture.

From the point of view of description language definition, several efforts have also
been made. In [32], a formal definition language is used for the verification and validation of
the configured scenarios. A generation environment of restricted cyber-ranges is presented
in [33]. They employ an Artificial Intelligence (Al) engine and a repository of VMs with
vulnerabilities to generate a sequence of exploits depending of the user preferences. As
detailed in the next Sections, our cloud game-based architecture will also cover this edition
phase for faculty with the use of standardized data communication services.

All these features are very valuable within educative contexts. Some initial works can
be found in the field of distance education [34,35]. These works state that competitions
are very relevant to increasing students’ motivation and satisfaction when performing
cybersecurity practices. Related to this, a generator of scenarios with traditional VMs is
proposed in [36] in the field of security education. The scenario language is defined with
XML scripts. Additionally, some efforts have previously performed to standardize the
phases of LA [18] for serious games with the use of xAPI [17] for standardization. This
xAPI is the standard to be employed in the current work. Engagement and motivation in
Massive Open Online Courses (MOOCs) by using gamification is also a topic of interest [9].
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2.2. Motivation and Privacy Challenges

The inclusion of games to our learning methodology offers significant advantages,
but it is not easy, as introduced in the previous Section. The design of a suitable level of
complexity for a security context is complicated [37]. It is essential to track the students’
performance during their interactions with the platform, which support practical activities.
Helping students to learn in an effective and efficient way becomes a challenge. Data
privacy considerations must be also considered.

In the case of difficult competitions, the participants might get frustrated. In easy
competitions, its challenging decreases and participants will lose interest. A carefully
designed game-based platform should offer various challenges so that all participants with
different cybersecurity skill levels would be engaged and motivated by success. A set of
useful cybersecurity approaches to increase the students’ motivation are [20,38,39] , which
have used gamification for cybersecurity in a satisfactory way, from the points of view of
law students and remote laboratories. Gamification is a part of the instructional design in
the course.

The use of gamification in educational settings must be validated through evaluation
metrics that allow us to know if they are effective or not. To achieve the above goal, it is
necessary to add mechanisms on how to obtain information and data on that platform’s
interaction. That is to say, we must use learning analytics (LA) techniques based on such
data. In the specific case of cloud platforms, such data management becomes very relevant
since mechanisms of privacy and ethical use of such data must be provided. There is a lack
of proposals which consider standards to manage an LA process and privacy regulations
at the same time, as our cloud game-based educative platform incorporates.

According to this, some initial efforts have been performed. Within the field of LA,
addressing issues for ethics and privacy is a topic of interest that is being addressed, since it
is a problem that must be solved [40]. A process must be carried out that consider ethics and
data privacy in all phases of the process. In 2015, a code of good practices at an institutional
level for LA was proposed by [41] and updated in 2018. JIST is a non-profit organization
that supports educational and research technologies, being supported by various European
projects, such as the LA Community Exchange (LACE) project [42]. It was deployed in
the Open University of the United Kingdom. Another relevant project is the SHEILA
project [43], for developing a privacy data framework for educative institutions.

Both the new General Data Protection Regulation (GDPR) [14], and the ISO/IEC TR
20748-1:2016 standard [16] have been adapted to our purposes. This way, great transparency
and suitable privacy of data must be achieved at an institutional level. An initial approach
has been deployed in the CyberScratch project, as presented in the next Sections.

3. Research Method

The research methodology of this work is framed within the CyberScratch innovation
project [10,37], approved by the UNED for the year 2020. The main objective of this project
is to use gamification to improve the learning process of students within cybersecurity
subjects. In our case, with the UNED’s own distance methodology. Therefore, the use of
cutting-edge technologies becomes more relevant, so that practical activities are attractive to
the student. When using distance methodology, it is more complex to have an instructional
design process that motivates students.

The main specific objectives of the CyberScratch project:

Development of challenging competitions with games.
Customizing the context of the game depending on the profile of participants.

e  Creation of motivating and engagement games with complex stories and sequential
and concurrent challenges.

e  Monitoring of the students” actions and data privacy management in the developed
gamed-based cloud platform.

To fulfill these objectives, a first step is the definition of a description language for
scenarios and an editor for helping lecturers to create games. A game definition is composed
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by the game history diagram, several resources that are needed for the game development
and a template in order to personalize the gamer experience. The result of the creation of a
game is game package. Once the game is imported into a cloud platform. The game XML
definition is used to create the game dynamics for each player. Further details about the
CyberScratch framework are given in the next Section.

One of the most relevant aspects of this teaching innovation project to maintain the
privacy of the data and manage it in an appropriate way, in accordance with the existing
standards of data privacy and information communication through lightweight web ser-
vices. The whole life cycle of LA have also followed with the guidelines of ISO/IEC TR
20748-1:2016 [15] (Information technology for learning, education and training—Learning
analytics interoperability—Part 1: Reference model), as it will be seen in next Sections.
Additionally, our developments have been hosted in the cloud.

The ISO/IEC TR 20748-1:2016 is a model focused on dealing with aspects related
to the interoperability required by the technological systems when analysing the learn-
ing/teaching process of students. In our case, the use of game architecture in the cloud
for distance education in cybersecurity, in which LA techniques are used to improve the
quality of courses.

This fact includes the definition of various key concepts, user requirements, work-flow
and information transfer, as well as aspects related to how a technological architecture is
developed with the guidelines offered by the ISO/IEC TR 20748-1:2016. In particular, in
the 6th clause, the phases of a LA cycle-file is specified. In addition to this, GDPR [14]
will be used to establish the protocols of handling data in a legal and ethical way. This
regulation is the general data protection law approved by the European Union in April
2016. The GDPR rights have been correlated with the LA phases to establish privacy of
educative data and its efficient management.

Figure 1 shows all the phases of a whole LA process: Learning and Teaching, Data
Collection, Data Processing and Storing, Data Analyzing, Data Visualization, and Feedback
and Recommendation.

e  Learning and Teaching. This phase corresponds to the game definition and all elements
involved in the learning and teaching process when gamification is employed.

e  Data Collection. A set of generated data during the interactions of participants with
the game-based cloud platform must be collected. As we will see later, data privacy
considerations have to be studied.

o  Data Processing and Storing. Data is processed to select the most relevant information
and is stored. In our case, several communications and record elements are used for
this purpose in the cloud.

e Data Analyzing. Once we have all data, this data is analyzed employing several
techniques, in order to take decisions and help students with the game. It is an internal
mechanism to provide hints in the game, with bot characters conversations, and so on.

e Data Visualization. Students are provided with progress visualizations about all game
participants in order to keep motivation among them. Data visualization also helps
faculty the take these decisions about the students’ learning.

e Feedback and Recommendation. Some reports are generated about the state of the
activities, students’ progress, and other relevant information, as well as a set of
recommendations. Two types of reports are generated, one for the student and another
for faculty. During the game, the platform will provide alert messages to report about
students at risk or unusual situations.

This work will focus on the learning and teaching activity, data collection, and data
processing and storing, as detailed in the next Sections.
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Figure 1. LA cycle following the guidelines of ISO/IEC TR 20748-1:2016.

4. Learning and Teaching Activity

From the perspective of our CyberScratch project, the learning process of students
takes place by means of a game. For this reason, the introduction of a set of definitions
about the game and its elements becomes essential, as well as the proposed CyberScratch
framework for the instructional design of a course in a cloud environment. The cloud
game-based educative platform is also presented.

4.1. Game Design
4.1.1. Pedagogical Model

The cloud game-based platform supporting the CyberScratch project is not a game
itself, it is a platform oriented to host games; a game editor module has been build to be
detailed later, by taking into account some guidelines for integrating gamified learning in
online courses. This platform will be named CyberScratch for simplicity.

The game design process is mainly guided by educational competences associated
with the learning context. The term educational competences describes a set of capabilities
and knowledge that students must achieve. From these competences, a group of learning
objectives are derived, that express the learning outcomes. In our context, a general com-
mon objective is acquaint students with practical cybersecurity concepts and techniques,
but, this global objective can be refined in each game into more detailed objectives. These
objectives must be adapted to the intended audience in terms of complexity inside the
game. Finally, selected activities related to fine-grain objectives are selected as content to
teach. All this process is supported by the game editor, that register existing activities as
basic blocks for game creation.

Additionally, the CyberScratch platform has been designed according to gamification
patterns described in [44], where gamification can be defined as “the use of gamification
design or gamification elements and play to nonentertainment purposes”. The gamification
main instruments are adapted in our proposal as follows:

e Achievements. As many missions are completed by a player more progress he/she
achieves in the game. Missions are grouped into cases. A game is a set of cases, but, in
order to avoid frustration, hints are provided. And some missions are key missions
that ends other auxiliary missions.
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e  Rewards. Recognition for effort and skills developed are recognized by the experience.
There are several rankings based on points through the game: general game ranking
and each case ranking. When a team solves a mission they receive an amount of points
which depends on the particular game design. Additionally, at the end of each case,
students can report their solution as a write-up. Students can vote other write-ups so
authors get recognition.

e  Story. The designer of a game must create a story that unfolds throughout the various
cases and missions that make up the game.

e Customization. Teams can personalize a set of features, such as avatar, name, and
so on.

These instruments in combination with the game mechanics are oriented to achieve
the proposed learning outcomes while students are engaged and motivated.

Effectiveness of this approach is going to be evaluated with the combination of a
qualitative statistical analysis of the registered data in the platform by means of xAPI
standard and TAM (Technological Acceptance Model), as it is described in Section 4.4.

4.1.2. Game Mechanics

The mechanics of a game hosted in CyberScratch, that implements previous instru-
ments, are based on CTF competitions combined with traditional platforms games. On
one hand, each game is composed by several levels (cases), where players must complete
several missions. Each mission is a practical challenge to be solved by finding a passphrase
called flag. Some of these game patterns are identified following the description of [45]
and analyze using Machinations tool [46] (see Figure 2).

End

User

actions mission
flag D>
1 I <m Request

a hint

Case

ND

missions

Cases game s3COor1E

Figure 2. Game pattern diagram using Machinations [46].

Figure 3 shows the whole conceptual structure of the game definition. In the context
of the project, a game will conceptually be made up of a set of cases. At least, one case
must be defined. Several characters interact among them and with the cases of the game.
In this case, it does not make sense having only one character.

A case consists of a concrete context and a story, and one or several missions. The
development of the missions can be sequential or concurrent. Some parts of the case can
be sequential, whereas other parts are concurrent since a mission is available after solving
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some previous events. As for missions, some of them are key for solving the case. Once
they are solved, the rest of the active missions are closed. The mission order is determined
using two attributes, both the previous mission and the cancel events.

xR
E’j Game

I |
N ™
" Characters ' Case

Context E Missions .ii .i Story

Ta»

Q Flag Artifact

ints aoos a
QHt a Tool 'O‘Flg

Figure 3. Conceptual structure of the game definition in CyberScratch.

Each mission is guided by some artifacts and a story, although it may be guided by
several stories, making a crossover of cases. The story element contains several messages,
such as a video, an audio file, an HTML fragment or a PDF file with the story’s narration.
These messages can be used to train a character bot. This last option allows players to chat
with bot characters. An example of chatbot for our cloud game-based educative platform
can be observed in Figure 4.

Contacts '\ 2C:easstag\i\iith Sherlock Holmes NI §

Sherlock Holmes

Sherlock Holmes is online

Figure 4. Chat-bot for the cloud game-based educative platform [37].
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According to this, a mission is solved when the player finds a flag. From the point of
view of the game, each case can have associated one or more artifacts. These artifacts can
have associated a file (a image, a document, a memory image, a system, etc.) and some
hidden information, the flag. When the artifact is a file, artifact can be updated to inject
a randomized flag. Hidden data is generated by the execution of a command with a set
of parameters. Other artifacts can be generated on the in run-time. Another interesting
parameter about artifacts is the score, which is used with a concrete value if a mission is
solved. A mission must be defined at least, including the mission’s flags. A schematic
representation of the game flow is given in Figure 5.

Generation of
customized flags  |-l-Yes
and container

¢ No
L i

Show working space
and open WNC
conesion to
contsiner

HJ Reminder of active

missions

Display introduction
story for active
mizsionfcase

Y

|

Ehow mizsioncase
ranking and
available write-ups

%

Show Write-up form

?

End attached

missions

i

Add earned points

A

——=Sclve Mission Execute

—Talk to a charactsr—e|

oMM and——————f=]

Reque

Offer hint

st hint

Show answers

Show command
output

Show hint

Subtract points
fromthe mission

Figure 5. Schematic representation of the game flow. () is the start of the game. ® is the end of the game.

The CyberScratch framework is described in the next section with the following
modules: game editor, game engine and game monitor. The last one is the core of data
privacy considerations.

4.2. The CyberScratch Framework

In this section, the proposed framework for the CyberScratch project is described, as
observed in Figure 6. This is composed by next components:

e  Game Editor. This module helps faculty to create and edit a new game package by
means of a graphical editor. A game package is composed by a game definition
document (with a JSON /XML format), several multimedia resources (videos, audios,
images, and so on) and a docker-file for the deployment of virtualized containers [47].
The XML/JSON definition of the game is used to create the game dynamics for each
player. Game packages can also be imported and exported thanks to this module.
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e  Game Engine. The component handles the game dynamics so that players can start a
new game. It also allows players to interact with characters, retrieve hints to get help
and check the solutions of the different game challenges.

o  Game Monitor. It manages the user profiles, records the different activities as xAPI
statements, offers visualizations of the participants’ progress, and handles the user’s
consents for data privacy. This module is the core for LA purposes and the princi-
pal objectives of this work. For this reason, it will be exhaustively detailed in the
next Section.

CyberScratch Framework

Game Editor Game Engine Game Monitor

Game Package User Manager.
Game
. xAPI statement
clynamltl:s. recorder.
Customized Visualization

game path. and feedback.
New game Interactions.

definition.

Editor of @ S
games. xAPI

Figure 6. Proposed game architecture for the CyberScratch framework.

4.3. The Cloud Game-Based Educative Platform

Once detailed the main components of the game-based platform, we must define
their functional dependence with the corresponding modules deployed in the cloud. It
is important to emphasize here that a primary objective of the Cyberscratch project is to
provide the gamification environment and define a flexible architecture in the cloud that
allows the deployment of similar solutions. These gamification solutions can be based
on other different technologies and areas, but the generated architecture aims to provide
the essential services: interaction consoles, monitoring, data storage, and data privacy
management according to European standards for data privacy management. With this
architecture, it would be possible to generate new solutions for gamification in the cloud,
adapting other solutions [48].

In this case, our principal interest is to propose a cloud gamification learning environ-
ment for cybersecurity courses. Additionally, we will get a full prototype to demonstrate
the cloud environment’s viability and architecture for gamification. For this reason, it is
necessary to detail the cloud-based educational services and infrastructure, which sup-
port this platform from the point of view of technical detail, to manage data with cloud
computing educational approaches.

Figure 7 shows the structure of the proposed architecture for our cloud game-based
educative platform. This is composed of several layers: (1) the CyberScratch framework;
(2) a control plane, in order to automatically manage the load-balancing for and support
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hardware failures at a network level, with Kubernetes [49]; and (3) a cloud provider, such
as Amazon AWS [50] or Microsoft Azure [51].

Layers 2 and 3 are game agnostics/independent so, we can transparently reuse these
layers. The CyberScratch framework components are specific for the created game but
can be easily adapted to new games and connected to layer 2. Additionally, the game
monitor component is designed to be compliant with data privacy management guidelines.
This component gets the interaction data from the game engine and stored it on layer 2
(xAPI sentences database, Learning Locker). The game editor manages all the accesses
to this information, so it makes a secure architecture. The game monitor must be only
configured for the particular scenario, and there is no need for rebuilding this component.
The game engine and game editor components are specific for the game objectives so in
other projects must be built/developed/integrated and adapted to the architecture. This
way, to reuse the architecture, game developers only have to provide the game engine and
editor components.

° Lecturer
‘-‘ Player oo o (Game
n. saadesigner/master)
(I (/

CiberScratch platform

kubernetes

Apache Learning

Players’ console containers
Y Guacamole Locker

e azon Cloud Provider
L 1] webm

[\

Figure 7. Architecture of our proposed cloud game-based educative platform.

The game editor allows to instructors the inclusion of game resources which be
combined with container templates in order to create specific Docker container for the
player console. Docker-containers are deployed as required by players using Kubernetes
(with provides high availability), instead of employing traditional VMs. This technology is
more flexible and with a higher migration. Each container is remotely accessed utilizing
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the Apache Guacamole project [52] for the cloud game-based educative platform. The
proposed game platform have been developed using the Django web framework [53], but
it can be easily deployed as other Kubernetes container.

The employment of Docker containers in our educative platform has several benefits.
The main advantages of using virtualization through Docket-containers are the following:

e Independence in the file system in each container.
Independence of resources allocated to each container.
Each node in a virtual container network operates autonomously, just as if it were a
physical network.
e Change management capacity.
Interactive interfaces in real time.

One of the main current standards that allows the collection of information about
the activity produced in an educational environment is xAPI [17]. This standard provides
a way to record the activity through sentences with a predefined format and a secure
mechanism to access them from a Learning Record Store (LRS). The xAPI standard can
be seen as the next generation of SCORM. The LRS is a repository, which stores the data
generated from a learning experience.

In addition to this, we have selected Learning Locker [54] as LRS, and adapted it for
our purposes. One of the main advantages of this software is that can be easily deployed in
several famous cloud providers. In our case, Amazon AWS was chosen. Our institution has
several agreements with this and other providers Additionally, scalability and availability
of our development will be higher. The migration to the cloud and continuous develop-
ment is very intuitive, since the technology is based on Docker containers. The sentence
transmission from client-side, from the CyberScratch platform towards the cloud LRS, has
been secured in order to prevent the exposition of sensitive data to malicious users.

4.4. User Satisfaction

When creating a new learning scenario, faculty can build and customize learning
scenarios and incorporate to a virtual course. These scenarios will be available for students
in order to acquire a competence of the course. In order to evaluate our cloud game-based
educative platform, an opinion survey will be filled out.

From this information, a Structural equation Model (SEM) will be proposed and
analyzed by using the TAM methodology [55]. This model can be used to measure users’
attitudes over a new technology, so determining their intention to use it in a particular
context [56]. This way, a set of acceptance constructs/factors will be studied, in order to
check the perceived usefulness, perceived ease of use, users” attitude towards the platform,
and their intention to use in the future for other purposes. All statements for each of them
are detailed in Appendix A.

These constructs/factors are:

e Perceived usefulness. It is the usefulness perceived by the user when using the cloud
game-base educative platform.

o Perceived ease of use. It is the effort perceived by the user when using the cloud game-
base educative platform.

e  Attitude. It is the users’ resistance of using the cloud game-base educative platform,
and its benefits of usage for practical activities.

o Intention To Use. It is the possibility of using this type of technology for other experi-
ences in the future.

The educative context will be focused in the subject “Cibersecurity” with a distance
learning methodology. It covers network security principles from a practical approach. For
this reason, our cloud game-based educative platform meets the necessities of this subject.
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5. Cloud Game Monitor

The cloud game monitor in the CyberScratch project is the key, where data is being
managed. This module must take into account data privacy implications. Apart from
data privacy, it is also essential for LA purposes in order to establish procedures to collect,
process and store data in an efficient way. The management of the LA process will be
transparent for the user of the cloud platform. For both cases, several data privacy and
communication standards are established and adapted to our project.

5.1. Data Management

xAPI has been used with great success as an activity record mechanism in various
educational tools in recent years [18,57,58], as well as incorporated from multiple Learning
Management Systems (LMSs). Therefore, this standard is used as a tool to manage the
recording of the activity of the participants. This way;, it is possible to reuse existing LA
techniques and integrating them to our CyberScratch project. Our LRS will be hosted in
the cloud.

Each xAPI statement represents an event that has taken place within our educational
application. An xAPI statement is composed of three main elements:

e  Anactor. An actor must have an associated account in the educational platform. From
our perspective, there are three main actors available in our environment: the teachers,
the players (the students) and the students’ groups.

e A verb. Verbs are actions that are represented by URIs, such as access, init, ends,
among others.

e  An object. Within the definition of xAPI], it is the element of the framework on which
falls the action (a game, a mission, a case, a flag, a reward ...).

It is also possible to add more information about the context of the events through an
element called Context. If desired, we can add a specific element to add information about
the result of the action.

The process of designing sentences is performed with the next steps:

1.  Listing the relevant events to be recorded for the monitoring of the games. These
events must allow lecturers to produce learning reports and, also adapt them and im-
prove the experience of our players. The main registered events in CyberScratch are:

e  Start and ends of each session at the platform. It allows lecturers to determinate
the time elapsed. It also allows detecting those students at risk.

e Start and ends of a game, each case and each mission at the platform. It al-
lows lecturer to determinate the performance of the player and determinate the
difficulty level of each challenge.

e  Visualization of a story inside the platform. Lecturers can determine the appeal-
ing of the designed stories and the player comprehension of the story.

e Request of a clue. This event can allow to determine the complexity of the
challenge for a player and the need of further support from the lecturer in order
to succeed in the game.

e  Artifact download by a player. This event and the next one are correlated with
the resolution path of the challenge.

e Command issued by a player inside her/his console.

e  Try of mission resolution and its corresponding result (failure or success).

e Creation/joined to a group at the game.

2. Creating a statement template for each event registered, which is detailed in the pre-
vious step. For each statement template the following guidelines have to be followed:

As defined above, each actor is correlated with an account.

e  Verbs and objects are selected from xAPI Registry [59] and Serious Game xAPI
Profile, as stated in [18]. They provide enough verbs and objects definitions that
easily fit in our framework.

e  Each statement contains a timestamp with the correct time zone.
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o  The statement context should contain minimal information. This element is more
focused on debugging information rather than educational information.

3.  Correlating the existing variables in each template with existing variables in the
application.

Once xAPI templates are designed, the point where each statement is built, transmitted
and identified. xAPI statements are constructed with the TinCanPython library [60] within
the created Python framework. The statements are transmitted towards our cloud LRS.

Once data management has been described, data privacy about our developments is
performed next.

5.2. Data Privacy

Accompanying the need to follow the activity of students, we must include in any
development project, even more, if it is educational, mechanisms to protect the privacy
of data. Democratization for the use of social networks has made society increasingly
aware of the growing exposure of personal data in an increasingly global context. In 2018,
a survey conducted by the United Nations Conference on Trade and Development [61],
107 countries (58%) had developed data protection legislation, and the 10% were in the
process of doing so. In Spain, this is regulated by the Organic Law 3/2018 of 5 December
on the Protection of Personal Data and the Guarantee of Digital Rights (LOPDGDD) and
GDPR [14]. This privacy of data must also be regulated in the field of education, in which
personal data is being managed.

Automation of LA processes are increasingly being integrated into educational institu-
tions and platforms oriented to Lifelong Learning, such as the case of our CyberScratch
project. Addressing issues for ethics and privacy becomes essential in all LA phases [40].
In 2015, a code of good practices at an institutional level for LA was proposed by [41] and
updated in 2018. JIST is a non-profit organization that supports educational and research
technologies, being supported by various European projects, such as the LACE project [42]
for the Open University in UK. In the LACE project, the question of the impact of privacy
on the area of the development of LA was raised. Another relevant project is the SHEILA
project [43], for providing a privacy data framework to educative institutions.

Therefore, there is an increasing development for data protection regulation. It is
necessary to follow modern standards that help us to do so, as we propose in this work.
Following this spirit of the regulation, the ISO/IEC TR 20748-1:2016 standard [16] have
been adapted to our purposes. This way, it will be possible to provide with mechanisms
to avoid students” monitoring and manage data control and user identification. This way,
great transparency and suitable privacy of data must be achieved at an institutional level.
An initial approach is being deployed in the CyberScratch project.

According to this work, each phase must fulfill the following privacy requirements,
as shown in Figure 8. Our framework start from these recommendations, as well as the
rights that must be guaranteed according to the GDPR standard to include mechanisms
that allow us to guarantee them through the different phases of our LA process. As a result,
Table 1 represents these relationships, in which each GDPR right is associated to each LA
phase. The collected data is basically the recommended by the ISO/IEC TR 20748-1:2016
standard. Our main objective here is to establish a correlation about the LA phases and the
GDPR rights.
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Figure 8. Correspondence among ISO/IEC TR 20748-1:2016 phases and their corresponding privacy
requirements [16].

Table 1. Correlation among GDPR rights implementations and the affected LA phases in our CyberScratch project.

. Data .
GDPR Rights Learn}ng & Data . Processing & Data . D.ata Ylsu- Feedback &
Teaching Collection . Analyzing alization Recomm.
Storing

Right to be informed v v v v v v

Right of access v v v v v v

Right to rectification v v v X X X

Right to erasure v v v X P X

Right to restrict processing X X v X P X

Right to data portability X X v X X X

Right to object v v v v v

Right in relation to

automated decision X X X v v v

making and profiling

Thus, we have adapted these GDPR recommendations to our CyberScratch framework,
which is summarized as follows:

o The right to be informed. Our framework does not collect many sensitive mandatory
information further than an email account and the actions of the user inside the
platform. Users are informed when they first register on the platform by means of
a form. This form allows them to consent which treatments of the information they
accept. More detailed information is provided through a document that is posted on
the project’s website and linked to the acceptance form.

o Theright of access. Users “shall have the right to obtain from the controller confirmation as
to whether or not personal data concerning him or her are being processed, and, where that is
the case, access to the personal data”, cited from [14]. Users can access to the following
collected data:
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—  Personal information (username, password, name and surname) from the profile
section at user menu.

—  Activity data though session reports, showed at “Progress” section. These reports
are available to lecturers that evaluate the user’s performance of the activity. Thus
this fact is also reported to users.

—  Data used for analysis from their personal profile section (as a set of JSON docu-
ments), downloadable from “My Data” section.

- Stored results of analysis from personal performance as visualization from “Progress”
section. Some of these visualizations are available to lecturers that evaluate the
output of the activity. Thus this fact is also reported to users.

Apart from the data itself, users are reported about each process objective and the
categories of data involved by a privacy report, as it is described in the previous right.
Data is not transferred to third parties, being only managed by UNED.

The right to rectification. Users can update their data at the profile area of the framework.
They can exercise this right at any time during any phase of the learning analytics
process as long as their account is active.

The right to erasure (‘'right to be forgotten’). Users can request the deletion of their
data and their user account from the profile section, but, as LA is an integral part of
the course, data can not be deleted until the course is finished. Thus, users will be
reported that data will be preserved as long as it is needed for evaluation purposes.
After that, it can be deleted.

The right to restrict processing. As it is described in the previous right, data is em-
ployed by evaluation purposes. Thus, users can restrict those process which are not
fundamental for the framework (mostly research oriented).

The right to data portability. This right states that users “have the right to receive the
personal data concerning him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format”, cited in [14]. As described before, students
can download its data as a zipped file ciphered with the same password of user profile
from “My Data” section (see Figure 9). From the point of view of faculty, some user
interactions can be analyzed as a proof of concept for this characteristic. First, the most
popular verbs in statements can be examined. In our example, the logging and logout
are the most used. Secondly, the evolution of the activity in terms of statements can be
observed along the time, Thirdly, the most active users could be checked. Fourthly,
the most popular activities can be visualized. The visualizations can be downloaded
from the “Progress” section with PNG format. They can exercise this right at any time
during any phase of the LA process as long as their account is active.

The right to object. Users “shall have the right to object, on grounds relating to his or her
particular situation, at any time to processing of personal data concerning him or her which is
based on point”, cited in [14]. As described, before users are requested explicit consent
to each data procedure. The consent received for any procedure can be changed at
any time by using the “My Data” section of the user profile. Every changed in this
sense is registered in the framework. Some data process are needed in order to the
framework work. Thus, if a user do not provide consent, the user account could be
disable as a consequence. This fact is reported to the user in conjunction with the
process description.

Rights in relation to automated decision making and profiling. None automated decision
making is performed inside CyberScratch platform at this stage. Some profiling
mechanisms are implemented in order to detect students at risk during the activity.
In that case, lecturers are told about this circumstances. This fact does not carry any
decision which can significantly affects users. Anyways, there is an email account to
retrieve students’ opinions in the agreement form about this aspect.

In addition to these mechanisms, security procedures are designed in order to guar-

antee the accountability and data governance. Thanks to the features of Learning Locke
platform, role-based control access and authentication mechanism are configured. Log
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registry options are also enabled. Periodic audits every six months are also scheduled so
the security posture is reviewed. A key procedure is also a breach notification protocol.
Our framework follows the protocol designed by UNED, communicating it through the
responsible for data protection of the university that will raise the breach to the national
data protection agency.
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Figure 9. “My data” section in the CyberScratch platform.

6. Conclusions and Further Works

The inclusion of practical engineering subjects is highly demanded nowadays, such as
cybersecurity or data science topics. Their main objective is to promote critical thinking
and improve a student’s abilities and skills, from the point of view of their professional
career. The option studied in this work is the employment of a game for educative courses
in cybersecurity with a distance methodology. Gamification seems to help students to
increase their motivation and engagement in practical activities since this paradigm is
based on challenges, hints, and scores [11].

To get the advantages of gamification, we need adequate technological infrastructures
to apply these gamification techniques. These infrastructures must be scalable and flexible.
The flexibility feature allows instructors to use the infrastructure in different engineering
domains. This paper has shown an architecture with these features, which can be deployed
as a cloud environment. A particular case, the CyberScratch project, shows how this cloud
game-based environment is defined and structured in several components: game editor,
game engine, and game monitor. These components are supported by several layers which
can be reused for other serious games.

The generated cloud architecture provides interaction consoles, monitoring and data
storage, and data privacy management according to European standards. This design char-
acteristic is critical in Learning Analytics (LA) projects, which involves the treatment and
use of private data, so the platform is built with the objective of data privacy management.
The LA phases are implemented in this work by adapting the ISO/IEC TR 20748-1:2016 rec-
ommendations for the LA process. The LA cycle-life is composed of learning and teaching,
data collection, data processing and storing, data analyzing, data visualization, feedback



Appl. Sci. 2021, 1,1

18 of 22

and recommendation. We have primarily focused on the first three steps for data manage-
ment. This way, it is possible to monitor the actions of participants in online courses. The
collected data are basically those recommended by the ISO/IEC TR 20748-1:2016 standard.
Our main insight with respect to data privacy management is to establish a correlation
about the LA phases and the GDPR. Our cloud game-based platform is able to manage
data in an autonomous way, without the intervention of the game editor, faculty, and so on.
Students are currently using the platform, and analytical data will be available at the
end of the course. This data could be used to verify if this technology enables a concrete
way to increase motivation and engagement, as expected. For this purpose, a TAM model
will also be used based on the survey presented in Table Al of the Appendix A. This
survey will be carried out after the course by students and instructors. It is intended to
improve and standardize the game editor and game engine components concerning the
architecture. Right now, these two components are specific-only components implemented
for the CyberScratch project. Still, the aim is to define a standard that allows different
scenarios based on cases and missions (Figure 3 of the paper). We will also improve the
game engine to incorporate popular game frameworks engines (unity, unreal, etc.) to add
new capabilities of the component. These new features will enable the instructors to have a
general editor to build their games and take advantage of the proposed architecture.
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Abbreviations

The following abbreviations are used in this manuscript:

APT Advanced Persistent Threat

Al Artificial Intelligence

AT Attitude

AWS Amazon Web Services

CTF Capture The Flag

GDPR General Data Protection Regulation

IEC International Electrotechnical Commission
ISO International Organization for Standardization
ITU Intention To Use

JSON JavaScript Object Notation

LA Learning Analytics

LACE Learning Analytics Community Exchange
LMS Learning Management System

LOPDGDD  Ley Organica de Proteccién de Datos Personales y Garantia de Derechos Digitales
LRS Learning Record Store
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MOOC  Massive Open Online Course

PEU Perceived Ease of Use

PNG Portable Network Graphics

PU Perceived Usefulness

SCORM  Shareable Content Object Reference Model
SEM Structural equation Model

SNOLA  Spanish Network Of Learning Analytics

TAM Technological Acceptance Model

UNED Universidad Nacional de Educacién a Distancia
URI Uniform Resource Identifier

VM Virtual Machine

VNC Virtual Network Computing

xAPI Experience API

XML eXtensible Markup Language

Appendix A. Statements for Constructs/Factors of the TAM Model

This appendix shows the statements of the opinion survey, which will be presented to
users (faculty and students). Table A1 shows this survey, based on the proposed one in [13].
On the first column the construct/factor identifier for each statement is detailed. The
specific statement is specified on the second column. TAM constructs/factors are Perceived
Usefulness (PU), Perceived Ease of Use (PEU), Attitude (AT), and Intention To Use (ITU).
Each factor is made up of 3 or 4 statements. Users must grade each statement using a
five-point liker-type scale. Ranges are from (1) strongly disagree to (5) strongly agree.

Table Al. Survey for the TAM model.

Identifier Question

PU1 I find the cloud game-based educative platform very useful for teaching and learning.
PU2 Using the cloud game-based educative platform allows to do the gamification activities in a more efficient way.
PU3 Using the cloud game-based educative platform increases the productivity of learning.
PU 4 If I use the cloud game-based educative platform, I think the opportunities of passing the subject are increased.
PEU 1 My interaction with the cloud game-based educative platform has been clear and understandable.
PEU 2 I think it is easy to learn how to use the cloud game-based educative platform.
PEU 3 I find the cloud game-based educative platform easy to use.
AT1 I think using the cloud game-based educative platform is a good idea.
AT 2 The cloud game-based educative platform increases the interest in the proposed contents.
AT 3 Using the cloud game-based educative platform is enjoyable.
AT 4 I'like using the cloud game-based educative platform.
ITU1 I'would like to reuse the cloud game-based educative platform in other activities for distance education.
ITU 2 I would like to access the cloud game-based educative platform to reinforce the learning in a freeway, even if the
activity has not an associated score.
ITU 3 I'would like to reuse the cloud game-based educative platform in other subjects.
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